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Vulnerability Management
Specialist

crazydesigns2020@gmail.com
Phone :
Web :

Job Summary

Vacancy :
Deadline : Jan 01, 1970
Published : Dec 21, 2024
Employment Status : Full Time
Experience : 3 - <5 Years
Salary :
Gender : Any
Career Level : Any
Qualification : B.Tech
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Job Description

Experience : 3-8yrs 
Job Summary
We are seeking an experienced Vulnerability Management Specialist to join our team, focusing on
operational vulnerability management in large-scale enterprise environments. This role requires hands-on
expertise in processing vulnerabilities from Tenable IO and Tenable SC, along with the ability to
collaborate effectively across various locations, including Singapore, the US, and Arizona.
Key Responsibilities
• Vulnerability Analysis & Handoff: Interpret vulnerability scan results and facilitate hand-offs to IT
operations and product teams for remediation, primarily for infrastructure vulnerabilities from Tenable
(including container runtime and registry vulnerabilities).
• Remediation Assistance: Provide technical support and guidance to remediation owners, assisting with
patch application, workaround investigation, and other corrective actions.
• Progress Tracking: Monitor and report on overall remediation progress, ensuring timely updates and
follow-ups.
• Facilitation & Extensions: Manage and coordinate extension requests for remediation deadlines as
needed.
• Collaboration & Organization: Work effectively with cross-functional teams to achieve security
objectives. Strong organizational skills are essential.
• JIRA Management: Utilize JIRA for ticketing, dashboard creation, and tracking the vulnerability
management process.
Must-Have Skills
• Experience: Minimum 3 years in operational vulnerability management, with a focus on processing
vulnerabilities from Tenable (Tenable IO and Tenable SC).
• Lifecycle Expertise: Familiarity with the vulnerability management lifecycle, emphasizing prioritization,
remediation, analysis, tracking, reporting, and completion.
• Remediation Process Knowledge: Strong understanding of the remediation process, including creating
tickets and distributing vulnerabilities.
• JIRA Proficiency: Experience with JIRA ticketing and dashboard creation.
• Large-Scale Enterprise Experience: Prior experience handling vulnerability management for large
enterprises, preferably within Fortune 250 companies.
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